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POLICY

It is the policy of the University of Pennsylvania Health System (UPHS) that protected health information
(PHI) will be used and disclosed in a manner that respects a patient’s right to privacy, and in accordance with
HIPAA privacy regulations and applicable laws.

PURPOSE
The purpose of this policy is to define circumstances where a HIPAA authorization must be obtained to use or
disclose PHI and what form and content that authorization must take.

SCOPE

This policy is applicable to all components and entities of UPHS including but not limited to: the Hospital of
the University of Pennsylvania ((HUP); an unincorporated operating division of The Trustees of the University
of Pennsylvania (Trustees)); Radnor Surgery Center, a facility of HUP; Presbyterian Medical Center of the
University of Pennsylvania Health System d.b.a. Penn Presbyterian Medical Center (PPMC); the Penn
Digestive and Liver Health Center University city (PDLH), a facility of PPMC; The Pennsylvania Hospital of
the University of Pennsylvania Health System (PAH); Chester County Hospital; Chester County Health and
Hospital System; Wissahickon Hospice d.b.a Penn Care at Home; Clinical Practices of the University of
Pennsylvania (CPUP); Clinical Care Associates; Clinical Health Care Associates of New Jersey, P.C., the
Hospital of the University of Pennsylvania Reproductive Surgical Facility; Lancaster General Health (LG
Health), Lancaster General Hospital (LGH), and Lancaster General Hospital Ambulatory Surgical Facility
(LGHASF); Princeton Health; the Surgery Center of Pennsylvania Hospital; the Endoscopy Center of
Pennsylvania Hospital; the Surgery Center at Penn Medicine University City, a facility of Penn Presbyterian
Medical Center; all ambulatory care facilities (ACF) that are off campus departments of PPMC operating in
New Jersey, and all divisions, facilities and entities within UPHS that have a CMS Certification Number
(CCN) or that are operating under the license of a UPHS entity (collectively the “Entities”) excluding the
Perelman School of Medicine (PSOM) except where specifically noted.

This policy applies to all disclosures of PHI with patient authorization.

IMPLEMENTATION
This policy will be implemented by the Privacy Office and by those who disclose PHI with patient
authorization.

DEFINITIONS
Disclosure means the release, transfer, provisions of access to, divulging in any other manner of information

outside UPHS.

Protected Health Information (PHI) is information that is created or received by UPHS and relates to the
past, present, or future physical or mental health or condition of a patient; the provision of health care to a
patient; or the past, present, or future payment for the provision of health care to a patient; and that identifies
the patient or for which there is a reasonable basis to believe the information can be used to identify the
patient. PHI includes information of persons living or deceased. The following components of a patient's
information also are considered PHI: a) names; b) street address, city, county, precinct, zip code; c¢) dates



University of Pennsylvania Health System Effective: 01/15/2023

Policy Manual
Revision History:
Subject: 10/16/2018
DISCLOSURE OF PROTECTED HEALTH INFORMATION
(PHI) WITH PATIENT AUTHORIZATION Page: 2 of 6

directly related to a patient, including birth date, admission date, discharge date, and date of death; d)
telephone numbers, fax numbers, and electronic mail addresses; e) Social Security numbers; f) medical record
numbers; g) health plan beneficiary numbers; h) account numbers; i) certificate/license numbers; j) vehicle
identifiers and serial numbers, including license plate numbers; k) device identifiers and serial numbers; 1)
Web Universal Resource Locators (URLs); m) biometric identifiers, including finger and voice prints; n) full
face photographic images and any comparable images; and o) any other unique identifying number,
characteristic, or code.

Psychotherapy Notes means notes recorded (in any medium) by a health care provider who is a mental health
professional documenting or analyzing the contents of conversation during a private counseling session or a
group, joint, or family counseling session and that are separated from the rest of the individual’s medical
records. Psychotherapy notes excludes medication prescription and monitoring, counseling session start and
stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and any summary of
the following items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to
date.

Use means, with respect to individually identifiable health information, the sharing, employment, application,
utilization, examination, or analysis of such information within UPHS.

PROCEDURE

REQUIRED FORMS

The HIPAA privacy regulations create standards for how authorizations must be written and the information
they must contain. The Authorization Form that an individual signs must be written in plain English and
contain certain required elements. The Authorization For Disclosure of Health Information (“Authorization
Form”) contains those required elements, and may not be altered without the approval of the UPHS Privacy
Office and/or the Office of General Counsel (see example attached — note that only official forms should be
used.

An authorization form originating outside UPHS or PSOM may be accepted provided it contains every item of
information listed on the attached Authorization Form.

OBTAINING AUTHORIZATION
A patient’s authorization must be obtained prior to using or disclosing PHI unless the PHI is being used or
disclosed for:

e Treatment, payment, or healthcare operations (see policy entitled “Uses and Disclosures for
Treatment, Payment, or Health Care Operations™)

e Purposes not requiring patient permission (see policy entitled “Disclosures Where No Form of
Patient Permission is Required”)

AUTHORIZATION REQUIRED FOR MENTAL HEALTH, SUBSTANCE ABUSE., AND HIV-RELATED
RECORDS
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Patients who wish to authorize the release of their mental health, substance abuse or HIV -related records must
specifically authorize the release of these classes of information on the Authorization Form. These classes of
information are subject to special Disclosure requirements under state law. Such information may also be
disclosed pursuant to a court order explicitly authorizing release of information or as otherwise permitted
under applicable law. A statement warning against re-Disclosure must accompany the record copy.

SALE OF PHI

All Disclosures of PHI where UPHS directly or indirectly receives remuneration from or on behalf of the
recipient of the PHI, in exchange for the PHI, requires patient authorization. (See policy entitled “Prohibition
on the Sale of PHI”)

MARKETING

All uses and Disclosures of patient's PHI for all communications that are marketing, require patient
authorization. If the marketing involves direct or indirect remuneration to UPHS from a third party, the
authorization must state that such remuneration was received. (See policy entitled “Marketing and Other
Related Health Care Communications™)

SPECIAL PROVISIONS FOR PSYCHOTHERAPY NOTES
Further, patient authorization is required for any use or Disclosure of psychotherapy notes, except to carry out
the following treatment, payment, or healthcare operations:

e Use by the originator of the notes for treatment;

e Use or Disclosure by UPHS in training programs in which students, trainees or practitioners in
mental health learn under supervision to practice or improve their skills in counseling;

e Use or Disclosure by UPHS to defend a legal action or other proceeding brought by the
patient;

e Uses or Disclosures to the subject of the psychotherapy notes;

e Uses or Disclosures required by law;

e Uses or Disclosures for health oversight activities with respect to the originator of the notes;

e Uses or Disclosures about decedents to coroners and medical examiners; and

e Uses or Disclosures to avert a serious threat to health or safety.

A standard subpoena is generally insufficient to authorize release of this information.

PROHIBITION ON REQUIRING AN AUTHORIZATION IN ORDER TO PROVIDE TREATMENT
UPHS may not condition treatment on the provision of an authorization, with the exception of treatment that is
also research requiring the patient’s informed consent.

REVOCATION OF AUTHORIZATION AND CONSENT TO RELEASE
An individual may revoke in writing, an authorization or consent to release, at any time, except to the extent that
UPHS has taken action in reliance on the authorization or consent to release.
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STATE LAW

If the laws of the state(s) in which the applicable UPHS entity operates have more stringent requirements than
those set forth in this policy, UPHS will comply with the most restrictive applicable law, statute, or regulation.

SUPERSEDES: ISSUED BY:

Lauren B. Steinfeld

Assistant Vice President, Audit Compliance and Privacy
Chief Privacy Officer, Penn Medicine
University of Pennsylvania Health System




& Penn Medicine

Label Area
AUTHORIZATION FOR DISCLOSURE OF
HEALTH INFORMATION
Parient Mame | Fuse, Middle, Lasty Dwie ol Birdh
Adlifrass iy Smiedip Code Telephom: Number

1 am reguesting my protected health information {PHI) from Al Pean Medicine Lications
O Hospital of the University of Pennsyhanin O Penn Preshyterion Medical Center [0 Pennsybvanio Hospital B Penn Medicine at Home

O Chester County Hospital O Loncaster General Health O Penn Medicine Princeton Healih

O CPUPCCA Cutpatient Practiceds) 3 Oxher

I reggoest my PHI to be released to:

Mame of Person/Entity: Fax-

Mddness City: Sente: Fip Code:
Covering the perind(s) of care (lisi applicable dates of i ! r (0 ' !

I nuthorize the following PHI to be released from my medical records:

O Drischarge Summary O Opemtive Report O Lab Reports O Radiclogy Reports O Rodiology Imnges
O Drischarge Instructions 0 ER. Record O EKGECOCardinc Tests [ History and Physical O Clinic/Progress Motes
O lemazed Billmg Recond O Consultntions O Medication Reconds O Absiract { Significant Documents)

O irher Instructions:

Behavioral Health Visits.

I muthurize the release of information from my behayviom] health visits by checking “Yes™ bere and signing below: 0 Yes 0O Mo

Sobstnnce Use Disorder (SUD) Visits,

I authorize the release of mfErmaticn from my SUD visits by checking “Yes™ here and signing below: 0 Yes O HNo

Onber than the behaviomal kealth and 5UD visid infonmmation desoribed above, | understand that the records | have selected o be released may
coninin informotion abont treatment ond testing regarding genetics, behuvioral healih, HIV/AIDS, nod substance nse disorder (for example.
from primary care visits) and that by signing this nuthorzation | om agrecing o the release of such information. | con choese and have the nght o
e mry records released direcily to me so that [ can review and imspect the moderials, incloding Ry sensitiove mbvrmadion | do not wish to be
disclosed to a third party.

Purpuse of requesting information:
DOlegal Otnsarance O Persopal O Continuation of Care O Other:

O US Aadl { Paper) O CH O Fox & Emall, T size Hmiis apply. iF requested plense provide email sddoess:
dayprur CTMdses of mmages are ot ypeed and may be soeessihle 1o obvers. Emsil generally & not serure mid aofien & misdirected. | sm aocopting thewe risks

AUTHOREZATION

My muthorization will mutematically expire one bundred eighty (180) dages after the date of signatore. 1 may revoke this aothoriotion of aoy time, b
must do =0 inowriting, and the revocation wall mot appldy o mformation that has already been relesed. Information used or disclosed pursuand to this
nuthoriradion may be suhject o redisclosure by the recipicnt and may oo longer be protected by relevan fedeml ondor stnte low. My refusal to sign
this authorization will not affect ooy ability 1o receive reatmend. By signing this foom, | understand thai | am aathorizmg Penn Medicine 1o melease
imformation as described nbove.

Siymanme of Panent or Personnl Bepresen tarve Pt Mame [ES Time

Rl hip of Personal Ry et Patkemt Print Mame Duae Time

I Anithorizstion & signed by someones othier then the patiemnt, plese siole resos

L indormstion shai bebavioml beabh vishs s beang releaced s authoneed ahove, o gnenire of hospital represenacive validatmg suthonamuton reguived

Sigmuire al’ Hospitl Represemiatve Primt M [iwie Time

Signoire of Second Wimess for Yerbal Comsent Print kmmne Dase Time




Instructions for Completing the Authorization for Dischosure of Health Information

. Please carsfilly fead and complete all sectbons of the Auwthoreation for Dhaclosure of Health Informaticon.

2. The paticn or legally suthonzed representative muost sign and date the foem. Generally, only a patient may authorize refease of hixTher medical
mfdrmation.
Exceptions 1o the rube ane a5 lollows:

a
b

Authorization of mnors — 1 the patien 5 a mamor (usder 18 years of age ), the amhonzstion mis be sigeed by o parent or legal goardaan.
Ermaterpated intiors — An emancipated minor 5 a mmos who s or his been mamed, s or has been pregnant or who is a high school
graduate. Emancipated minors can suthornze the relesse of thear medical mfarmiion.

A minir who has been dingnosed with o venersal disease, o subdtan ce use problem or was trested 1o desermine pregrancy may consent
o tremimment of thal disesse or condition and may authorze relesse of sy medeal information related to that dasease or condation.
Authorization aller death — An suthoristion musl be sgned by decedent’s estale, or m the absence of an execuior, the next of ki
responsible for the dispositbon of the remanss can mitharize the release of medical information.

Authorization of the incompetent patient — I the patient 15 deemed incompetent, then the patient s legally authorized representative musi
sty the authorizstion for release of mivrmiation.

Signature of Stafl — The sl eblanmg swnature requiremint apphes only o the relesse of behavioral bealth csre mformation as
specifically outhorized by dhe patbent. The hospital or reconds management stafl person obtaming this authorization of te patient or
legally nuthonzed representative (either in writing as witnessed, or by verbal confirmation of the wratien form) should sign, print name,
date and tme the Torme A second wilness & requared o sign i the patient patient representative consents verhally. Please have the wilness
sign, prind ther name aid melade ihe date and time.

Penn Medicine reserves the rght 1o request proof of repres

Any Anibolatory Office Visil requests should be sadressed to the mndividual Physician's Offce.

The adidress to submil Inpatient. Emengency Department and Armbulstory ProcedureShart Procedure Unit recond regueests:

Hispinal of the University of Pennsylvana (HUF) Penin Presbyteran Medical Center (PPMO) Pemnsybvanis Hospial (PAH)

3400 Spruce Sereet 51 Morth 39 Sireel B00 Spruce Street
Medical Beconds Department bedecal Records Departrment Medical Records Deparieent
1" Floor Foundiers bdyrin Hasement 1" Floor Preston
Philadelphia, PA 19104 Philadelphia, PA 19004 Phatadebphan, FA 19107
Cheasier County Hospital (CCH) Lancaster General Health {LGH) Penn Medicine Prnceron Health {FMPE
T East Marshall Steeet 555 M. Duke Sereet, 1° Floor e Plunsboro Rood
Medical Reconds Department bedical Records Departrment hiedical Recornds Depanment
West Chesser, PA 19350 Lancaster, PA 17604 Plamsbore, M) (8536
Please nade:

r

Penn Medseine wall charpe Tor copying reconds in acoondance with Penngylvania, New Jersey and Delswarne law, as applicable. Patient
cosl for Radiclogy omages and reports will be free of charge.

Penn Medicine will 501 send medical informstion by fcsimile unless the information is needed Lor patient care and delay in the
transinsaon of the mformation would compromise patient cane,

Penn Medicing will make ressonable offons o comply with this request within thiny (307 days for information tha s maintaned o
acpessible on site and within sixty (60 days for information that w nol maintased on sate. 15 Pean Medicine 8 unable o comply with
this regquest withm the specified lime periods, H may extand the applicable deadling for up to tharty {3409 dav's by notifymi you m writing.
Penn Medscine may demy this request under Hmibted cireumsiances as provided for under federal low. Penn Medicine will sotafy you if
il denies vour request o sceess or oblain a copy of the requested information. 17 Penn Modicine denpes this reguest, you may have the
right 1o have a dental of your request reviewed by a lcensad health care prolessional. To reguest such a review, please contict the Pem
Medicing Chiel Privacy Officer af the following address: Oflice of Audil, Compliance and Privacy, 3819 Chestnut Street, Saite 214,
Philsdelphon, FA 19104,

Hecords released may contamn mivemation amd tmages created and prepared by third parties oot ander the control of Penn
Medicine. Penn Medicing is not nssponsible lor the conlent, accurcy of review of such reconds.

Recipients af mental health ar HIV/AIDS information may nof re-disclose thal information unless with wrillen patienl consenl
or as allowed by law. Federal regulation 42 CFR Part 2 prohibits unsuthorized disdosure of subsfance use diserder records.
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